DIGITAL SELF & PERSONAL SAFETY - MODULE 1 - CHAPTER 1

v Personal Information & Safe Sharing

What is personal information - Safe vs Unsafe - Protect yourself online

@) Meet the Characters — They Will Be With You All Module!

v v

Monica Rohit C Sana Aryan
Curious, brave, makes mistakes — and learns Monica's older brother. Knows a lot about Monica's best friend. Careful, thoughtful. Monica's classmate. Tech-savvy, confident —
fast. This is HER story. online safety. Explains clearly. Spots clues others miss. but sometimes too quick to click!

/° Key Words
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2 & v }
Personal Info Sensitive Info Safe Sharing Unsafe Sharing
Details that tell others who you are. Name, Details that can cause harm if shared. Share carefully — only with people you Sharing private details publicly — without
school, address. Password, phone number, Aadhaar. trust. thinking.
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B Scene 1-— Monica Makes a Mistake

® Saturday Morning - Monica is excited about her birthday next week

{I posted my birthday invite on Facebook for everyone! The more people who see it, the better the party! )
Facebook Monica @

Monica Sharma - Just now - @

[ _J
Public '

(Monica — you shared your HOME ADDRESS and PHONE NUMBER publicly! Any stranger can see this! &

# MONICA'S 12TH Rohit &
BIRTHDAY!
5% October 12th *
i 32 D-Block, Lajpat { But it's just small details... what harm can that do?)
Nagar Monica &

Y. 123-456-7890
> St. Mary's Academy

& 25 likes - 8 comments

A\ Public — everyone can see!

Pause & Think!

Look at Monica's post carefully. Your name, address, phone number, school name — these are all personal information. When you share them publicly, anyone in the world
can see them — not just your friends. Think before you post!

Q1. Tick v which information in Monica's post is RISKY to share publicly — more than one!

D %% Birthday date — October 12th D & Home address — 32 D-Block, Lajpat Nagar
D %, Phone number — 123-456-7890 D f&t School name — St. Mary's Academy
D #* That she is having a birthday party D £> That she likes soccer and movies

Q2.

If a stranger saw this post — what is ONE bad thing they could do?
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® Scene 2 — Same Day - Sana sees Monica's post on her phone
L J

Monica, wait — | do this ALL the time too! | have accounts on WhatsApp, Instagram, YouTube... | never thought about what each one holds about me! What is a
"digital self" exactly?

Sana &

7> Activity 1 - Your Digital World

Every app or website where you have an account is part of your digital self. Write the name of each platform you use in the bubbles below.

?® Your Digital Self

Each account you have holds personal information. Even n you are asleep — your
digital self is online!

7

[Z Each account holds:
™ Your messages with friends
Write your

=10

ma Your photos and videos
nhame:

. Your contacts list
3 Your school details

® Where you go each day

.

Choose from these:

Q3.

How many accounts did you write? Count them:

B WhatsApp g Instagram [ YouTube && Facebook g4 Gaming
Q, Google ¥ Snapchat < Other

a Pause & Think!

Look at all the platforms you wrote. Each one has your personal information. Who can see it? Is it all safe? This chapter will help you decide what to share and what to keep
private.

r

\
4 Quick Check

What Does Your Account Hold?
Q5. Tick ALL that your accounts hold
D My photos and videos
D My school name and class
D My messages with friends
D Where | go every day (location)

D Nothing — accounts don't hold personal information

Q4.

Which app do you use the most? Write what personal information it holds about you:
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® Scene 3 — Sunday - Monica calls Sana and Aryan. Rohit shows them real examples.
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CHAPTER 1

( Look — here are three real phone screens. Same kind of things YOU post. Can you spot what's risky in each one? ?

Rohit O

B Activity 2 — Spot the Risk! Three Phone Screens

Rohit shows Monica, Sana, and Aryan three phone screens. Look at each one carefully — is the information safe or risky to share?

09:15

Facebook
Sana - Public @

ST. MARY'S ACADEMY

9.

"First day back! So excited ¢"

» School name is visible to
everyone!

Screen 1:
Sana's School Photo

14:22

® WhatsApp

Rohit & v — classmates

Down for a game?

What's your tag?

Add me:
PixelHunter99 g

Nice! Adding you now
<

[

2 Shared with classmates he
knows in real life

)

Screen 2:
Rohit's Gaming Name

16:45

¥ GameQuest 2024

CONTEST ENTRY FORM

Name: Aryan Kumar
Address: 12A, Sunnyside
Apts, MG Road, Pune

Email: [email[]Ja0080;protected

» Home address given to an
unknown website!

Screen 3:
Aryan's Contest Form

i Is It Safe or Not Safe?

Screen

ga Screen 1 — Priya's school photo

#M Screen 2 — Rohit's gaming name

4 Screen 3 — Aryan's home address

Look at each screen. Write SAFE [ or NOT SAFE X in the box. Then write one reason.

Safe / Not Safe?

One reason:

Pause & Think!

Personal information is anything that can help someone find out who you are or where you are. It may look small — a school badge, a photo. But put together with other

details, a stranger can learn a lot. Always ask: Would | be okay if a stranger saw this?

4 Quick Questions

Q7.

Priya says her school photo is fine. Her friend disagrees. Who is right? Circle one and write why:

© Priya:

"It is just a school badge. No one will notice."

| agree with because:

O Her friend:

"A stranger can read the badge and know where to find you."
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M Activity 3 — The Safety Sort Game!

® Scene 4 — Rohit challenges the group: "Let's see if you really know what's private!"

( Monica, Sana, Aryan — let's sort these into SAFE to share and KEEP PRIVATE. Think before you place them! ? >
Rohit

{ Easy! Hobbies — safe. Address — private. | know this stuff! )
Aryan &%

Read each card. Write its number in the correct zone below.

e &> Your hobbies e I School name + uniform photo e 4 Home address o ¢ Favourite cricket team ° %, Phone number e I Favourite subject

° /* Your password o =2 Birthday month o #= Aadhaar number @ § Favourite movie

@ Safe to Share @ Keep Private

Think About the Sort

Q8. odd One Out — circle the one that does NOT belong, write why

€ 3 / .
Favourite Sport Home Address Password Phone Number
Odd one out: Because:
Q9. True / False — tick v the correct answer
D T D F Your favourite sport is safe to share publicly. D T D F Your home address is safe to share in a public post.
D T D F A school badge in a photo can help someone find where you study. D T D F Your Aadhaar number is safe to post on social media.
4 N\

Think About Aryan — What Would YOU Do?
Aryan is playing an online quiz game. The game asks for his real name, school name, city, and phone number to get a free gift. He is about to fill it in.

Q10. Tick what Aryan should do Qn.

D Fillin everything to et the gift Aryan really wants the free gift. He says: "/t's just a game — what's the

harm?"
(] Ask a parent before giving any details Write what you would tell him:
D Give only a nickname — not his real name
D Close the game and don't enter
\ J

ﬂ,’ Pause & Think!

Not all information is equally risky. Safe to share: hobbies, favourite team, favourite movie. Keep private: address, phone, password, Aadhaar. Sensitive information can cause
real harm. Keep it private. Always.
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® Scene 5 — Rohit shows the group Monica's birthday poster in detail
)

{ Monical! Your address AND phone number are right there. Anyone can see this! | do this kind of thing too — | never thought about it.)
Sana @

2 Activity 4 — Monica's Birthday Poster

( N\
s ® Q, Look at the Poster

ﬂ;‘ MONICA'S 12TH Q10. Tick ALL the risky information

BIRTHDAY! D
42 Monica Sharma
% 32 D-Block, Lajpat Nagar (] % Phone number

R, 123-456-7890
D f&» School name

4 Home address

¢ St. Mary's Academy
% October 12th D #* Having a birthday party

25 likes - 8 comments D 2> She likes soccer and movies

A Public — anyone can see!

Q11. Tick all correct
- If a stranger sees this poster — what could they do?

D Find out where Monica lives

D Call her on her phone
D Find her school and wait there

D Only wish her happy birthday

Q12. Tick one
How do you think Monica felt when Rohit pointed out her mistake?

CQ Embarrassed) C@ Angry) ( 2 Glad Rohit told her) (;{ Confused)

\_ J

ﬂ" Pause & Think!

Monica's poster had her name + address + phone + school all in one place. A stranger with all of these knows who she is, where she lives, and where to find her. One detail

looks small. All together — it is dangerous.
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® Scene 6 — Aryan finds a gaming contest asking for his Aadhaar number

(This contest says | can win X5000 if | give my Aadhaar number. It looks real! Should | just fill it in? ?

Aryan @

»

Rohit @

@ STOP, Aryan! Aadhaar is the most sensitive information you have. Never share it online — not for any contest, any prize, any app.)

= The Most Sensitive Information — Aadhaar

e )
@ If someone gets your Aadhaar:
& o .
Ll
N AADHAAR CARD Pretend to be you Open a bank account
Name: Aryan Kuma
o : 8 )
1234 5678 Get a SIM card Commit fraud
This card links to: \. J
i Bank accounts 7 N\
B SIMcards
2 School records Q13. Tick what could happen if someone got Aryan's Aadhaar
» NEVER share online!
D Pretend to be him ¥ D Open a bank account &
D Get a SIM card @ D Wish him on his birthday =2
Q. MCQ — circle one
Why is Aadhaar more dangerous to share than your favourite sport?
O (A) Because it is a very long number
O (B) Because it links to your bank, SIM, and identity — someone can pretend to be you
O (C) Because sports information is boring
O (D) Because the government says so
. J

Pause & T! !

Your Aadhaar number links to your bank, your SIM card, and your identity. If someone gets it — they can pretend to be you. Never share it online. Not for any prize. Not for
any app. Not ever.

¥ Myth vs Fact — Do you believe any of these?

3 MYTH X MYTH X MYTH

"Only my name and address are private. School name is "I only have friends following me — my posts are safe."
fine."

"I can delete a post if something goes wrong."

4 FACT: If your account is Public — anyone in the 4 FACT: Once online, someone may have already
4 FACT: School name + uniform + location = a world can see your posts. saved or shared it. Deleting does not erase all
stranger can find you. Details add up. copies.

How does this make you feel?

Q15. Tick one — be honest!

After learning about Aadhaar and online safety — how do you feel right now?

( @ Abit scared) ( ‘s Ready to be careful) ( & I need to check my accounts) ( 22 | already knew this)
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® Scene 7 — One Week Later - Monica wants to post her school photo — but thinks first!
[ _J

e

| want to post my school photo — but wait. | can see my school badge. That's risky! | need to blur it first. Rohit taught me welll & )

@, Activity 5 — Spot the Difference! Which Photo is Safe?

ST. MARY'S ACADEMY

"First day back! & " "First day back! & "
» School name visible! [ School name hidden!
i1 Photo A — NOT safe i1 Photo B — ] Safe
( )

Activity 5

Q, Compare the Two Photos
Q16 Q17. Fill in the blank

Which photo can Monica safely share? Circle: @ or @

Monica the school badge in Photo B. This makes the photo
One reason why:
to share.
Word bank: blurred safe removed unsafe
. J
Think About Yourself
Q18. Tick one — be honest! Q19.
Have you ever shared something online that you later wished you hadn't? After this chapter — write ONE thing you will do differently when you post

online:
(— Yes) ( ) No) ( 93] Notsure)

Pause & Think!

Small changes make a big difference. Blur a school badge. Remove an address. Set a post to Friends Only. You don't have to stop sharing — just share smartly. Think before

you post!

Key Takeaways
( .
g Know What Is Personal Info o Public Means Everyone
Name, address, phone, school, Aadhaar — all personal. Each detail adds up. Together If your post is Public — any stranger in the world can see it. Not just your friends.
they can be dangerous. Always check your settings.
\
( Y .
= Never Share Aadhaar £.2) Think Before You Post
~ Notfor any contest, prize, or app. Your Aadhaar links to your bank and identity. Keep it " Ask:Cana stranger contact me? Find me? Pretend to be me? If YES to any — do not
completely private. share that detail.

¥ Monica, Rohit, Sana & Aryan's Golden Rule
"Before you post ANYTHING online — ask just three questions:

Can someone contact me? § Can someone find me? % Can someone pretend to be me?

If the answer to ANY of these is YES — remove that detail before you post. O"




